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S. 2 

AES, tl^, ^S.^ 
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1020010002644 #^ <£*}: 2001/11/16 

±.E.^^\ I ^-Jls}- {Scrambler /descrambler of real 

time input stream} 

£ 3^r £ 2^1 71 ^l^Jfsl 

£ 5b £ 2£] ehgrJELJM ^-JlSj-^-^ 

201 : 202 : ?} ^A^^r 

203 : 1-^- Sr^Jf 
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<io> °g ^ ^ ^ AES( Advanced Encryption 

Standards) <g3L£\^ QSL^JL ^3LS±f>}±= Qzl^/^SL^- 

<n> 2} -5- ^^.^1 -B-S-Sj-^- 7fl<?i ^Ji tc)-er #2. ^ ^> 

If o} DES(Data Encryption Standard)-!- rfl^ ^Ml^fi ^SSr Sf 

<i2> NISTOl X^Ott ^^PfE] AES ^fa. 71^5. 1571] toel^ 

°fl ^7> *t<$4: ^ ^ 57fl 7l#S #?1 ^ 

^S. 7^ ^ofl ^Hlcfl ^ 7l# If o S ^e^(Rijndael) 

ft ^J75]^# ^-7fl, ^S§>J1 ^ *f<3# AESS. ^§ ^Solcf. ^ 

^ AES*h£r ^s] If (FIPS)^-S. ^^4. 

<13> ^-71 AES^r 1-^ ^"JlSf ^^#(^, * « £o} 

^S^)^^, 7]^9] Ifoj DES1- nfl^M, ^ ^ ^ 

4 # ^Tfl qcLS, <&3L^ IfAS ^ D o >0 ll=f. 1976\1 ^ 
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«-o)l o}*fl s^og. ^e»=1 DES7> 56«]S #Jl 3] Til* A>-g-^ aV^, AES 

^ 128,192,256*1^ *\] 7 }x) A>-g-*H <#Jl2}-£1 *fl-f ^o.^, 

Jl#^, -fH^8, ^ -g-^l^^l 3<H\+ #3* 7>^14. 

* ^*3^H°> *>^^1 , ^HM^Hs. ojifLo^ AES ^jLBI^M 5f^^^ 

£4*5^ ^M^oll cflsflAi^ ^aRV *]B}7> !"7>^*>Cf. 

<is> a^s] 4=-^^ AES ^Jis^A^ sfl^ E)ei <£J1 s]-=^H^ 

<ie> cfs b.^*. eie^i ^Ji^#^ ^>=^H a> 
^ ^ 3J--8-] 

<i7> ^-7]^ ^ 42- ^-g; ^*>7l ^tb £ 4€- 4M?> 

#JL3^Jt2|- W>olM ^Al^> il^f ^^^> 1-^- eflo]E|3. 
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1020010002644 °J*>: 2001/11/16 

°1^» <y^^> #3*H=- ^HY^, ^JMM 

<18> ^71 e^rrj^ ^7] ^H^-S^-Ei r}-g- l-s- t-flolEi7> ^ 

*W %A °J-24 5E^ ^-S^s]^ c^o]e^ S.^- et-^= Tjl^l-i- ^ #?1 

<19> ^-7] 71 >i?fl#Jf^r #71 ^ E}-^- = ^-o1lA-l Z}- el-o-c o}^ 

<20> ^-71 71 ^Tfll^r ^- &b°rJ=°lH ^jl*V ?1 7l 31*1^^ 

<21> ^71 ^H^Hr A 71 E]-^- = P>Cf AJ5^*>7l *I 

<22> ^ol c^-S. * 3^ ^AHU-ol 

<23> ol^} ( «Vrgol a}^-z0^- ^AHl* ^JfS^* -$MI*l 
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<24> £ l£- £ ^ofl 4^ AES ^JL^/^Jl^ 7M£SAl, 41Jl 

all* J£°l -2 £ 2^ S. 1^ ^Sj-/^-^^ ^1 

<25> £ 2# iL^, ^ofl 4^- AES ^2|-/^-S5l- 37fl 128/192/256 

«1S 71 » ^^1>6> 71 71 i7fl#Jf(202), 128 a] M 1-41=- cflo] 

°^^> °^5l- HL^ ^5ff ^«Kr ^ ^^(203), ^ ^-71 71 

^11^(202), ^^(203)<H1 A JM ti>olE 

^ il^t <^ ^ « ^^*V -f ^71 Ir-Ij- 

^ = ^-(203)5. f^^il-, #7l ^ ^^«.(203)oll^ #^£l^ 
1- ti>o]E ^^-S #^«Rr ^1^^(201)^ ^^^cf. 

<26> o^, *)]oiJjL(201)5. ^SJtt ^I^tt ti>o]E tfc-^ <#JLS|- S^r, 

^ cflolBl(MPEG a^ba , DSS ill, 71E} il^) 

Data_in[7:0], HH^l *ge|:E. a]^ Data_valid, 7l &£l a.7l# 
wsel[l:0] ^1^, ^71 l-s- Ef-^i^-(203HH ^S^- ^o] 
El 0ut_block[127:0], £E^r ^JiS).^ ^ 31 e^ «1e)= a]Jl 

0ut_block_valid7> $irf. zl^jl, <$7] *H ^-(201)^11 *\ M^lfe ^J:^ 7l 
^^#-¥-(202)^1- 51-^:^(203)1- 7\ x\ <#3LS[ iE^r, ^Jl^ wH^. ^ 

cflolEi 0ut_data[7:0]2}- OH^i «JJe)2E. ^IJ: 0ut_valid, 2E 

415ft #n #71 2^:^(203)5. #^5l^ W c-flojEi 

In_block[127:0], ^JlS* iE^r ^-Jls}-* cflojEi «|e|= ^11 

In_block_valid, $J #7l 7l -£^^-(202)5. 7l i?fl# X|<3" *)H a] 

31 Key_start7> &cf. 
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<27> <#7] ?} ^n^f-(202)S. ^Si^ 7l 3711- <&3]^ 

wsel[l:0], <&3L ( encrypt *fl ^-(decrypt ^^^^ Encrypt _en 
Jl, Key_data[128,192,256], #7l *H ^UOlH^i #^5^ Key.start 

^]S7> >a-7l 71 i?ll#^-(202)ofl A-] HS.^ SE^r ^-JLS}- 

# Sltr 71 cflolE^ Round_key/I_round_key[ 127:0], 7l ^)o)b\ #3. 
Round_key_valid7> $X^. 

<28> tf 7 ] 1-^ eJ-££Jf(203)3. ^IJL^fe 71 3.71 # £3^fe 

wsel[l:0], < y-Sl(encrypt) < y^l 3fl^-(decrypt 1*3^^- Encrypt_en ^iJl, 
^71 ^HY(201)^^i t^xr #3l3- 5E^r 4^5r# £-3}. tiHE] 

In_block[ 127:0], ^"71 £4} c-flolBl ^IJ: In_block_valid, #7l 7l ^Tfl 

^f(202HH t^sj^r •a-S^l- 3^ ^tb 71 tflol^) 

Round_key/I_round_key[ 127:0], 7] $}o]&\ te|jE. Round_key_val id7> 

^, ^"71 g-^- 51-^-^(203)^1^1 #^5l^ 4lJL<*H^r SE^ ^-JLS)-€ M 

3Mfc] 0ut_block[ 127:0], <#7) ^ «lB]^ ^IJl Out_block_val id7> <& 

4. 

<29> aV 7 ] ■ a > <y-^3^- ^«f| <y^£l^ CflolB]^ 128^ -H^ 

5M. ^, #71 oj-Jrs}- rfl^-o] 51^ 1-^- t-HolEioluf. ^-71 ^^-4 

71 3H1 4€- wsel ^ Ut-a- *>7}£l 5. 1^1 M-Bfifl^c|.. 

<30> 
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[a i] 



wselll:OJ 




71 &=128 


00 


?| ft=192 


01 


?1 &=256 


10 



<H oflS., SJ^*)^- wsel[l:0] ^±7} Ol^^Jl 7>^§>^, #i3^ 
Ir^-^ ^7lfe 128^1^1, 7l 192^# SW*H, 

wsel[l:0] *±3L7} #7] ^1^-^(201), 7] ^7)1^(202), ^ 1:^- sf^ = ^-(203) 

£ 3-^ #7) 71 ^#^(202)^ ^ M-£S>], ?) ^«.( 30 i)<q- 71 # 
^(302)51 ^^th 

^"71^ i l^r 2°1 wsel ^1J1<H1 ^«fl 71 3.7]7\ 7] 

^■^■-f (301)5. S^W. n^, #7) 71 ^^-(301)^ 71 ^ 4^ 
(key_expans)^- -f-*fl %7\ 7l ^ 3.7} * (^^^ ^ + i)^# 

si ^715 nslJl, ^ 71 -£^(302)* ^ = 

D >4 W 5}^=-^ (203) 5 <g^s|<H <y-Jl2l-/4s5l- ^, AVolsl/^^olsl 
(cipher /decipher) <£Jl2l#°l ^^^cf. #7] 7l -^^^-(302)^ A 

^p>4 128*1 S. ^11- ^-71 Ir-s- g\~£^(203)S. °1 

^ M ^ = ^-(203)^1^ ^5}- SE^r 4is^t H A 71 

SH ^A^>7l nfl^-olt)-. 

^, ^"71 71 ^]#Y(202)^r ^SSj-M- 4l5ft ^Itr 711- z\ e}^- = p>4 
^■*H « ^ = ^-(203)5. #^tr^r. €*ti ^ o| 7l ^hh 
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^-(302)^ A ^^>cf *k&Jk 7l ^ Round_key[ 127:0]* 0.5. 4MS*H 

rf ^Atb 71 ^ 
<35> olnfl, ^ <y-Jl5(-M- 7l# Z> Bl-^^.n>Cf $+J7 

71-& 1-^ 3.71 * (ef-^^^l ^ + D^sl w) 31*1^ 

E^7> ^^>7fl «a 1-^-^1 37l7> 128WlSolJl, 7l &<*| 37l7> 256 

yl-Eol^ e^JE.^ 147} £)JE.3. ^Atb 71 ell^l^E^ 3.71^ 128* (14+ 1)^1 

— = 1920*1 S. = 176«W;E°]t)-. a ^11- S^, M-£J 3.7)7} 

128*1 71 #<£| 37l7> 128^1 eoI^ e}-g- = ^l ^=10^1 5} JELjiL ^jS-tb 7l 

ell^l^E^ 37]^ 128* (10+1) «1S = 1408*1 S. = 176«H S o)t\- . 
<36> ^, 71 ^11^1 J^ig 71 SK-i-^ 371 * Bl-^Sl 5L^ 7}*} 

71 efl^iEil- ^ *Vt}^ nfl-f oJ=o} ^ i]}*]^H}7} ^^Tfl ^t}. 

°1+Z" 71 ^*1» S^^K 

<37> rq-^ , ole^ 71 efl^l^El^ ^aj- n}- 7 j ^ ^ 

Sl ^JlS^ ^SSH- ^ 7l# Z]- ^^n>4 1"^- 5}^^(203)S # 

^^Cf. ol^Tfl f-^S^l , ^*fl EhSr^H €-S-t!" 71 Sllzl^E^nV 

<38> <^ c^l^ ( -g-S.o} 3 7l7> 128*1 So} jl, 71 ZJr^l 37l7> 256^1 nfl 

71 ell^l^E^ l-^-^l 37l * s^ns] zJ:«> ojo.^ sl3S., 71 efl^l 

iEi^l 37l^ 128*1 = 16w>ol Eolcl-. 
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<39> C]9\ QO], £ igr$2i\ ^Sr/^jLsj- 71 Efl^liE^ E7)t #0)7] 

, encrypt_en -tUtl^r 7l ^1^(202)1- °l-§-*H ^SS^ ^Sj-I- S. 

<40> £ 45} £ 5^ ^-71 1-^- ^ = ^-(203)^ ^^-HSAi , S_ 4^ 

^JLSM ol^-sl^ <#3l (400)^1 ^ £ 5tt ^J:sM ol-g-s]^ 

^■S5|-¥-(500)2l ^ 

<41> ^, ^>7l £J} ^^(203)^ ^-71 ^-(201)^1 0133 ^^^.W-E^ ^ 

^ HH^I In_block[127:0]^- ^e)^ ^121 In_block_val idl- °l-g-*M <&3L 

<42> o]nfl Zj- 5l-^-Cp>cl- <$3L3±7}/^3L3\- #7l 7l i?ll^(202)<Hl 

*1 Et, A oM 1-4=- al-^JE.^-(203)^ ^H^-(201)S.^-El thg-sj ^ 

»H-^-(201) ) 71 ^1^(202), ^ « al-^«-(203)7l- Tflols^ § >JE . 
*fl«H ^Al^> ^e]7> 7>^>7l nfl^-olcf. 

<43> «V^ > oj-ssl-l. ^sJtH^, #7l S. 4^ ^^-^-(400)^ t-llolEl ^ 

$-^(401)^ #7l ^ol«.(20i)5.«-E^ <£JL3^ 1-4=- c-llolE-l In_block[127:0]l- 
og^^l- tifo]E cfo^ ^^t)-. ^7^^ ^-71 c-flolE-l ^-¥-(401 )tt «1^^^ 

71-^iH.s, tij-ojM #35. ^ «1^^^ ^1^, 

^Jiel^oll^ oj-^g).^ 7j-oi^ (robust ^*Rr f^tt th4. 
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<44> #7] cflojE^ ^^(401)^1^ wj-o] e i^fls. *1^ cfl o] ^ 4}S£](402) 

3, <ims\o] ^QSLS. 4} 5I€ 4^" (403)5. 

Bi^cf. ne]ji uf^, 71 ^7l(404)S. <a^=l<H #7] 71 ^fl)^(202)*\]*\ 
E^rS. 71 Round_key[ 127:0]^ ^ ^H-t-(201)5. #^€4. ^, 

^7} ^ *\)°}&\7} c-flolE-] ^^(401), ^£1(402), «H(403), ^ 

?1 ^^71(404)^- ^1-^O.S 7\*M ^ Bl-^-=7> 5H, 71 ^ ^ E}-£ = ^ofl 
^ A o V 7l o]ufl tiV^-S]^ ^ 71 ^ofl ^Sfl 

4. 

<45> n>^ ( ^fl ^jL2|.-i- ^^C^ £ 4^1 <y-jL5H ^AS. ^ 

Eli, ojnflo] '^-jc^ ^ £ 5fi ^ ^ 

<46> ^, # 7 ] *1H ^(20lHH 4Jl3« ^*fl ^ 3HEi In_b lock [127:0] 7} 

°J^£l^ 71 ^^-71(501)^ #71 71 ^1^(202)<>1H #^Sl^ ol^i S}^EL 
71 I_round_key^ ^(502)5. #7l <£]tH^ ^1(502) 

<#7] 71 ^^71(501)^11^ 3HE121 ^ ti oH^S ^ 

^l^i 4|HEi (503)3. #^><^ 3.-f WoH^S <?]tf|i ^r*SW. °lfe 

0 ^^^1 ^ ^t^-S ^>J1, S-f "^Aii. 4iSJ=# ^^7l nfl^-olDl, 

<#7] Sfc£SM^ t&tfls. ^t|-. >y-7l 4l=Ei(503)«H]^ #^Tr 

3fe cflolE) ^^(504)« 71^ ^-71 *1H ^(201)5. #3^. 

<47> ol^l- ^o], Aj-71 1"^- (203)3 2^-^(400)^1^ SE^r 

Jl^^OOHH ^S}-^ 1-^- cflole] 0ut_block[ 127:0]^ M tflo]B| 
51= 0ut_block_valid^ W *lH^-(20lH 9X±r #^ w^s. ^^rf. 
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<48> £ 6-8r #7] ^^-^-(201)5] ^1 , 2E^r 

iS^i °d 3 ^>°> l-if- ^«rtb ^ Ir^r ^0]^ In_block[127:0] 

4 1-^ ^hIjel Ajjr In_block_valid# #7l 1-^- = ^(203)5. #^ 

^^(601), #71 e}-£jELJf(203HH #JL^ HL^r ^sHS 

0ut_block[127:0]^- HH^l »lejH. ^Js. Out_block_val id* «g.^^°> 

#^*Rr #^ aW603), ^ #7l <y/#3 (601,603)^1 ^)o]b\ ^ 
m ^H*}^, ^ 71 A ^^\t\ *&^\7\ A*\ 

^IJl key.startl- >$#3H ?1 i«-?-(202)5. #nfl ^<H^-(602)S. ^p- 

<49> ^, # 7 1 ^-(201) 51 tf|3Jl(601)fe ^Jls}- ^^-» ^t|l w>ol 

^ °^^5l^ wl^^E^ Data_in[7:0]# ^, #7l wlM ^ 

Data_in[7:0]ol 1-41=- £L7l*£^- SL^M^ o]^- ^ #$3. #7l l-Hf- e)- 
^H^(203H1 #^1}. #7l #Efl ^)H^-(602)^ ^/#^ *1 *\ (601,603)51 c-fl 

3? #3* ^ 5}-£j=5l 71 ^ Zl- el-^ = n}cl- ^#*> 

7l Jfl*IH 71 i?l] ^(202)^1 ^131 key_start# >$#SH ^-^l 

-H, #7l #^ ^(603)^ #71 1-4IL e^^(203)<>lH ^sj-i^ ^Jis^ t-fl 
oIe^ «a^«>o> cfAl «HM ^51 cflolBl 0ut_data[7:0]# = 

US. Out.valid^l- *kv\] 
[^51 Jl-b]-] 

<50> «>1^^4 4^ ^1?J ^m^5l ^jLSlV^JrS). 

21-14 



1020010002644 #3 ^^>: 2001/11/16 

^X)#o.ii. <g^5^ iM^ ^-SSf^ ^-S^-* -fi^lthS-S. ^ oi 

OjO_^ JL§1 Tfl*! ^A] A)AEj^ -fi-^ Oj-J^ 7 flO] ^ ^ Oj-Jr 

<5i> n^Jl, #71 AES "ikae)^ *|-H.*||<H 3-2-3. ^ 

5. £-SL cflolE^ol <y-ss(./^-s^-Al 71 ell^liBlol a.711- 

7 ]^C). 3|tfl 1/15 ~ 2^ 1/105. ^ V}IL$\0]0\ 3.7l# -^AHl til-g- 

;g#o} Jl32}-7> 

< 52 > oi^v vfl^ ^ ^7v>b1-^ ^3 71^ a>a^ ej^^l o>q 

^3HH tp<HL> ^ ^ ^°1 7>^-^ <£ ^ 

<53> ^^1 71^^ ^AHHl 7l7fl^ tfl-g-JlS tb^Slfe 3°1 

o>u|el- ^ ^*fl^°> 
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11 

wHS ^^eJ# <y^«>of ^-s. cflolEiS €^rtb ^ °J-^5f- 

©is ^ s i&^sh #^Rr *H-t-; 

el-^- = n>t4 se^ ^-Jl^-I- ?) MsHr 71 i?ll^; zleIjl 

^-71 ^H«-^«-Ei 1;-^. ^ S CflolE^ ^71 71 ^711^^1 ^l & 

2] 

^ l *<H1 5^1, ^71 *iH^r 

^JfsL^ <a^£]^r «Hl ^M^^- ^ ^-71 i^Jf 
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IQtt 3] 

*D 2 *<H1 , ^-71 1-^ e^S^fe 

[^T 1 * 4] 

^7] « E^cJMM Z| B}^^. ^efl ^A*V 7]% A 
[3^* 5] 

°d^Sl^ 71 (Ir^-Sl =L7l * (Bl-^Sl ^ + 1))^^ EL7}3. 5^ 
71 ^44, 

^•71 ^€ 71 ^^.S-^-Bl Zj- 128^1 — 71 # 

^7l £4* e}£j=^JL 71 ^#£|fe ^ 

^ is^^i ^^/^-jis}- 

[3^8" 6] 

*fl 1 %H1 Sa^-H, #71 71 iTfl-i-Sffe 
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SJ^S}^ 71 3L7l * (H}-£J=^ ^ +1))^ 371 s Jfr^ 

4 5f^- = o>cf 128*1 2= ^ 71 *I^Hr 2}-^* s>uf^ f] sll^liElt 

7] 

A 6 *<H1 Sa«H^, -*7l 71 ^Tll^fe 

2j-£i=o|M ^Jl^ 71 71 ell^l^S ^ 

^ ^ i^^o] oJ-Jl2|-/^S}- ^1. 

[^T 1 * 8] 

*H 7 %H1 5H*H-H, ^7l 71 ell^l^E^ 

371 * *b 371^1 -g-^ £±= ?A^r ^lO£ 

*n i %hi sa°H, 

2f ^"71 71 i 711^3. #^*Hr ^-i: ^JlS <5>^r £X\& °m 

^H^^ <£s:s\-/^3_gt ^1. 
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[S. 1] 



■wsel[l:0] — ^- 

Encrypt_en 

Key_data[128,192,256] — 

Data_valid 

Data_in[7:0]^^ 



15. 2] 



wsel[l:0] 
Data_ valid 
Data_in[7:0] 
Out_valid 
0ut_data[7:0] • 



wselfl: 0] - 
Encrypt_en - 
Key_data - 
[128,192,256] 



201 

-4- 




— - 0ut_ valid 
v-~Out_data[7:0] 



In_block_valid 



In_block[127: 0]^ 



Out_block_valid 



Out_block{127:0] 



203 

-4- 



•r^wselfl: 0] 
— Encrypt_en 



key_start 



Round kev_ valid 



Round_key/I_round_key 
[127:0] 



202 



[51 3] 



Key_data[l28,192,256] 



Key_expans —301 



Key_sel —302 



Round_key_/I-round_key[127: 0] 
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[5. 4] 



Round_key 
[127:0] 



15- 5] 



I_round_key 
[127:0] 



In_block[l27:0] 



Byte_sub ^ — 401 
-402 



Shift_row 



I 



Mix_colm —403 



I 



i 1 



Add_round_key |— 404 

F 

Out_block[127:0] 



In_block[127:0] 

=i — 



400 



Add_round_key 



I_mix_colm 



I_shift_row 



Lbyte_sub 



0ut_block[127:0] 



501 



502 



503! 



504! 
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